Optimize your Internet Security settings:

The latest version of this document can be obtained here.

Verify that the version of Internet Explorer you are running is 5.5 or greater.
Within Internet Explorer click on help and then click on About Internet Explorer.
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A Liktivity
From Internet Explorer, go to the Tools menu and choose Internet Options (or go to Control Panel / Internet

Options). Click on the Security Tab, and click the Default Level button if it is available. Ensure that your
browser security setting is set to the Medium level. If not, please set it to Medium manually.

Internet Properties llll

General Security | F'rivau:_l,ll I:u:untentl Eunnectinnsl F'ru:-gramsl .ﬁ.dvancedl
Select a 'Web content zone o specify itz zecunity zettings.

® ©@ 0 @

[nternet Local intranet  Trusted sites Restncted
zites

Internet
Thiz zone containz all \Web sitez you B |
hawven't placed in ather zones

— Securnty level for thiz zone
Move the shider to zet the zecunty level for this zone.
- I - Medium
- Safe browszing and still functional
- Prompts before downloading patentially unzafe content

- Unzighed Activel controls will not be downloaded
- - - Appropnate for mozt Internet sikes

Custaorn Level... | [Mefault Leyvel |

k. I Cancel | Apply |
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Configure your Internet Privacy settings:

From the Privacy tab, click on the Advanced button (not the tab). Set your Advanced Privacy Settings just
as you see them in the picture below.

Advanced Privacy Settings ed A

ﬁ;; 'ou can chooze how cookiez are handled in the [nternet

zone. Thiz ovemides automatic cookie handling.

— Cookies

v ‘Ovenide automatic cookie handling

Firgt-party Cookies Third-party Cookies
* becept " Accept
" Elack ™ Block
£ Prompt % Prompt

¥ Always allow session cookies

| 2k I Canzel
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If you have the most recent updates for Windows XP, you will have a Sites button on the
Privacy tab. In Windows 2000, you'll have an Edit button in the lower right corner of the

Privacy screen. If you choose, you use this to add the Linktivity site as a Trusted site,
always allowed to set cookies.

To add the Linktivity server to your Trusted sites list in your Privacy settings, click on Sites
(or Edit in Windows 2000), then enter the address of your Linktivity server and click Allow.

Per Site Privacy Actions

~ Manage Sitez

0 “'ou can specify which Web sites are alwapz or never allowed to uze
=8 cookies, regardless of their privacy policy.

Type the exact addrezs of the \Web site pau want to manage, and then click Allow
or Block.

To remaove a zite from the lizt of managed sites, select the name of the Web zite
and click the Femowve button.

Address of Web site;
enterprize. linktivity. com| Block

Allow

ki anaged *eb gites:

D'amain | Setting | - Eemoyve
advertizing.com Alwanz Block
atdmt.com Always Block T Femove Al
doubleclick.net Alaayz Block,

fli i

ok, |
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Configure your temporary directory:

Run the Test Browser utility. If the Temporary directory is not C:\temp, click the CHANGE DIR button, and
type in “Temp” then click ENTER.

-} Temporary Directory - Microsoft Internek E:H:pl —|0O] x|

Please Enter a Temporary Directo

|Temp

|' ENTER || CANCEL

—=05 Linktivity

& divizion of Inter-Tel®



A Linktivity”
Configure the default Java environment:

From the Advanced Internet Properties, locate your Java options. You will have Java (Sun), Microsoft VM,
both of these or neither.

- If you do not have Sun Java or the Microsoft VM, click here to download the Microsoft VM —

DOWNLOAD MICROSOFT JAVA (or go to

http://lwww.linktivity.com/home/java/msjavx86.exe).
- If you have the Microsoft VM and do not have Sun Java, you are all done; click OK.

- If you have Sun Java 1.4.x or higher, and not the Microsoft VM, you are done; click OK. If you
have a version of Sun Java older than 1.4, please uninstall it and replace it with the current

version: DOWNLOAD SUN JAVA (or go to http://lwww.linktivity.com/javalj2re-1_4_2_03-
windows-i586-p-iftw.exe).
- If both Sun and Microsoft VM — disable (uncheck) Sun Java, and click OK.

2%

Generall Seu:urit_l,ll F'ri'-.-'au:_l,ll Enntentl Eunnectinnsl Programs Advanced

Settings:

Ize Pazzive FTP [for firewall and DSL modem compatibiliby] ;I
Uge smooth scroling
] HTTP 1.1 settings
Lze HTTFP 1.1
[ Use HTTP 1.1 through prosy connections
e Java [Sun)
[ Use JRE 1.5.0 for <applet> [requires restart)
E} Microsoft Wi
Java conzole enabled [requires restart]
[ Java logging enabled
JIT compiler for virtual machine enabled [requires restart]
e, Multimedia
[ Don't display online media content in the media bar
Enable Automatic Image Fesizing
Enable Image Toolbar [requires restart]

Play animationz in web pages _ILI
1| | 3

Festore Defaulk: |

k. I Cancel | Smply |

If you followed these steps from within Internet Explorer, you must exit all of your browser windows and
restart Internet Explorer before joining a Linktivity session.

—=03 Linktivity

& divizion of Inter-Tel®


http://www.linktivity.com/home/java/msjavx86.exe
http://www.linktivity.com/java/j2re-1_4_2_03-windows-i586-p-iftw.exe

Add the Linktivity server to your Trusted sites list.

First, from the security tab, select “Trusted sites.”

Internet Security Properties ﬂﬂ

Security |
Seleck a Web content zone to specify its security setkings.

Internet Local intranet  gEEGEs ==  Festricted
sites

Trusted sites

This zone contains Web sites that Sites. ., |
wou brust nok to damage your

computer or data,

—Security level for this zone
Maove the slider to set the security level for this zone,
- -~ Low

- Minimal safeguards and warning prompks are provided
- Most content is downloaded and run without prompts
- &l ackive conktent can run

- - - Appropriate faor sikes that you absolukely trusk

_._I_

Cuskom Level, ., | Default Leyvel |

(04 I Zancel | Appli |
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Next, click on the Sites button. That will give you the following dialog:

Trusted sites | 2 x|

You can add and remove Web sites from this zone. Al Web sites
in this zone will use the zone's security sektings,

&dd this Web site to the 2one;
[ add

Weh sites:

Bemove

[ Require server verification (https:) for all sites in this zone

(] 4 Cancel

Enter the address of your Linktivity server, and click on Add. You may need to uncheck
the box at the bottom where is says “Require server verification (https:) for all sites in this
zone”.
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